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DevOps-nH>XeHep

Cneuyyanusayuu:

— DevOps-nHxeHep
TVN 3aHATOCTU: MONIHAsA 3aHATOCTb, YaCTUYHAsA 3aHATOCTb, MPOeKTHas
paboTa/pa3oBoe 3agaHune, CTaXNPOBKA
dopmat paboTbl: yaanéHHo, rmbpus, pasbesgHas, BaxTa
XenaTenbHoe BpemMs B NyTW A0 paboTbl: HE MeeT 3HaYeHUs

finBapb 2024 — StormWall™

HacTosLee BpemAa

2 roga 4 mecsaua
MHdopMaLMOHHbIe TEXHONOTUN, CUCTEMHAst MHTerpauus, MUHTepHeT

* IHTepHeT-npoBarigep

* VIHTepHeT-KoMNaHWs (MOMCKOBUKW, NMAaTeXHbIe CUCTeMbI, COL.CETH,
NHPOPMaLMOHHO-MO3HaBaTe/IbHble 1 pa3B/iekaTeslbHble Pecypchbl, MPOABUXEH e CaliToB U
npovee)

DevOps-nHxeHep

Tenerpam:
https://t.me/P04KA
@P0O4KA

DevOps-nHxeHep NHGpacTpyKTypHOU koMaHabl Stormwall.

3aH1MaloCh pasBUTVEM N MOAAEPXKKOM BHYTpeHHen niatdopmbl 4719 aBTOMaTU3NPOBAHHOIO
pa3BepTbiBaHUA cepBucoB U Kubernetes-knactepos nog Hy>Abl KOMaH/A pa3paboTkn 1 CepBUCOB
3awnTbl oT DDoS-atak. Cneumanmsnpyock Ha aBTomMaTmMsaunm nHdpacTpykTypsl, GitOps-noaxoae,
yrnpasneHun KoHPUrypaumen n NoCTPOEHNN 0TKa30yCTONUMBLIX CUCTEM MOHUTOPUHIA U
JIOrMpoBaHus.

PaboTato c highload-nHopactpyktypoli B 061actm MHGopMaLMOHHOM 6e30MacHoCTY,
obecrneunBaroLLel JOCTYNMHOCTb CEPBMUCOB MOJA CETEBLIMY HarpyskaMu 1 atakamu.

TexHonornyeckuin cTek:

KoHTeHepu3aumsa 1 opkecTpauus:

- Kubernetes (s3kcnnyaTaums knactepos, HacTpolika ceTu, ingress, storage, 6e30nacHoCTb,
MaclwTabupoBaHue)

- Helm (wabnoHn3aums n ynpasneHve peansamm)

- Docker

GitOps v CI/CD:



- GitLab CI (pipeline-as-code, aBToMaTn3auma cOOpku 1 gennos)
- GitOps: Flux CD, ArgoCD

Infrastructure as Code / Configuration Management:

- Terraform (MogynbHas apxmTekTypa, yrnpaBneHne MHPpacTpyKTypoi)
- Ansible

- Puppet (ueHTpanmsoBaHHOe ynpasaeHne KOHGUrypaume)

CeTeBasi MHpPACTPYKTypa N CEPBUCHI:
- ingress-nginx, MetalLB

- BIND9, internal DNS

- external-dns, cert-manager, TLS

YnpasneHve AoCTynaMm 1 cekpetamm:
- Vault

- OpenLDAP

- 0IDC/SSO

- External Secrets, Boundary

- RBAC, service accounts

MOHUTOPWHT 1 HabnLaeMoCTb:
- VictoriaMetrics

- Prometheus

- Grafana

- Loki

- Zabbix

- Kibana

- Graylog

OC v BnpTyanmsauus:

- Linux: Astra Linux, CentOS, RedOS, Alpine
- Windows Server

-VMWare

S3bIKN aBTOMaTU3aLNL:
- Python
- Bash

Basbl faHHbIX 1 middleware:
- PostgreSQL, MySQL

- ClickHouse

- RabbitMQ, Kafka

KntoueBble JOCTVXEHUS:

- PazBun self-hosted Kubernetes-nnatpopmy (5+ knactepos, 60-80 Hog, 150+ cepBunCOB),
CTaHAApPTU3MPOBan Aenson N COKpaTUA Bpems BbiBoAa cepBmcoB B production go 10-20 MUHYT
- CnpoekTnpoBan 1 pasBurBato MHPPaACTPYKTYpy Kak kog (Terraform/OpenTofu, 15+ moaynein),
COKpaTVB BPeMs CO3JaHNA OKPY>KEHWUI C HECKONIbKUX YacoB Ao 20-40 MUHYT

- Hactpown ny6avnkaumto cepBumcoB (ingress-nginx, DNS, TLS) ans soMeHHbIX 30H, obecneyns
CTabuNbHY MapLUPYTU3aLMIO U OTKA30YyCTOMUYMBOCTD

- BHegpwun GitOps (ArgoCD) gns 25+ cepBunCcOB, NepeBeas Aenson B feknapaTBHY Mogenb n
LleHTPa/In30BaHHOE ynpas/ieH e peansamm

- PeannsoBan ueHTpannsoBaHHoe yrpaBneHue cekpetamu (Vault, External Secrets), nepeBeas
60/1bLLYI0 YaCTb CEPBNCOB Ha 6@30MacHy MoJeb XpaHeHs

- Pa3Bun observability stack (VictoriaMetrics, Grafana, Loki), o6ecrneunB MOHUTOPUHT 500+ MeTpuK n
LeHTPann30BaHHbIN C60p NOroB

- ABToMaTum3mpoBan CI/CD npoueccol (GitLab CI, 15+ nainnaiHOB), COKPaTUB BPeMS JOCTaBKMN



N3MeHeHWl 1 ybpas pyyHble onepaumn Npu gennoe

- Hactpownn pesepsHoe KonmpoBaHWe 1 MNOANTUKN XpaHeHWs AaHHbIX, obecrneyns BOCCTaHOBNEHME
KPUTUYHBIX CEPBUCOB B npejenax 1-2 yacos

- Ynpoctun oH60pAnHT 5-10 KOMaHg, pa3paboTku, COKpaTMB BpeMs MOAKIHYEHNS HOBOMO cepBumca
40 1-2 aHen

- MpoBoann ayauT NHGPaCTPYKTYPbI, BLIABAAN U YCTPAHAN YA3BUMOCTH, YCUAMBas 6€30MnacHoOCTb
nnaTgopmel

fexabps 2022 —  PlaysDev
Jekabpb 2024

2roaa 1 mecs
A o MH¢opMaL|,|/|0HHb|e TEXHONOTNWN, CUCTEMHAA NHTerpauus, NHTepPHeET

* PaspaboTka nporpamMmHoOro obecneveHus
DevOps-nHxeHep

DevOps-1HxeHep B ayTcTadpPrHroom komnaHmm PlaysDev.

Hauan paboTy B KOMMNaHMN CO CTaXWPOBKK, MOC/e Yero 6bi1 BbiBeAeH Ha KOMMepUYeckunii NPOoeKT U
NPOAOIXN PaboTy B KOMaH/Ae 3aKas3yumka. 3aHMMancs NoaAaep>XKor n pasBuTneM MHGPaCTPyKTyphbl,
aBTOMaTM3aLMen PyTUHHBIX NpoLeccoB, HacTporikoi CI/CD 1 conpoBOXAEeHNEM CEPBMCOB B
production-cpege.

PaboTtan B dopmate ayTctadpdumHra: 6bICTPO BCTPaMBaACS B MPOLIeCChbl KNMEHTCKOM KOMaHAbI,
noAKAYaNca K MHPPaCTPYKTYPHBIM 3aa4am 1 MOMOran NoAAepXMBaTb CTabUIbHBIA LKA
[0CTaBKW M3MeHeHWin. Tako popmaT cooTBeTCTBYET Mogenu PlaysDev, rae cneumnannctsl yCUAMBatoT
KOMaHZbl 3aKa34MKOB 1 paboTatoT Kak 4acTb MX NPOLLEeCccoB.

TexHoNnornyecknin cTek:

KoHTeliHepu3auus 1 opkecTpauus:
- Docker

- Kubernetes

- Helm

CI/CD v aBTOMaTM3aLMS:
- GitLab CI

- Ansible

- Bash

MOHUWTOPUHT 1 NOrMPOBaHWUE:
- Prometheus

- Grafana

- ELK

OC n nHdpacTpykTypa:
- Linux

- Nginx

- Git

KntoueBble JOCTUXKEHNS:

- Hauan nyTb €O CTaXnpoBKM 1 Nocie OH6opAMHIa 6biN BbiBEEH Ha KOMMEpPYeCcKUiA NPOeKT, rae B
TeueHue 2 net paboTtan Hag MHGPACTPYKTYPHBLIMU 3aa4aMn B KOMaHZe 3aKkasumka

- Mopaepxwnsan CI/CD-npouecch! 415 HECKOIbKUX CEPBKUCOB, MOMOTI COKPATUTL KOJINYECTBO PYUHbIX
JencTeuii npu cbopke 1 gensoe

- YyactBoBan B KOHTeMHepm3aLmn CepBMCOB 1 MOATOTOBKE MPUIOXEHNI K pa3BepTbiBaHNIO B
Kubernetes

- HactpamBan n gopabatbiBan namnnariHel GitLab CI nog 3agauv pa3paboTku 1 penr3Horo npotecca



BbicLuee

2024
Bbicluee

2022

2022

3HaHWe S3bIKOB

HaBbikn

- Mucan v nogaep>xvBan Ansible-ponv n ckpunTbl 415 TUMOBbIX OMepaLyii: HaCTPOKa CepBepOB,
Aennoin, obHoBNeHVe KOHUrypauunii

- MoakntoYan cepBmCbl K MOHUTOPUHTY, HacTpanBan ba3oBble gawbopabl 1 anepTol B Grafana /
Prometheus

- YyacTBoBan B pasbope production-MHUNAEHTOB, MOMOraa HaXoAUTb NPUYNHBI C60EB 1
BOCCTaHaBAMBaTb CEPBUCHI

- PaboTan c Linux-cepeepamu, Nginx 1 KoHUrypaumen oKpyXeHnn Ans NpUAoXKeHUIA

- BzavmogericTBoBan ¢ paspaboTyumkamm Ha NpoekTe, MOMOorarn ¢ gensioem, KOHpuUramm
NHPPACTPYKTYPHbLIMYM BOMpPOCamMu

- Monyuwnn onbIT paboThl B KIMEHTCKOV KOMaHAe 1 6bICTPO aAanTMpPOBacs K HOBbIM MpoLeccam u
TpeboBaHVAM NpoeKTa

PoccuiAicknii rocypapcTBeHHbIA F'YMaHNTapHbIA YHUBEpPCUTET,
MockBa

|/|HCTI/ITyT I/IHCI)OpMaLJ,I/IOHHbIX HayK n TexHonorum 6esonacHocTn, besonacHocTb
ABTOMaTI/IBI/IpOBaHHbIX canctem

Dev-Ops nH>xeHepus
Merion Academy, K8S, Opkectpaums

Llkona21

CbepbaHk, BSA, NporpamMmHas nHxeHepus

Pycckumin
AHTINACKNIA

Docker Kubernetes PostgreSQL Git Kafka Linux Terraform
Ansible  Puppet DevOps Gitlab Grafana GitLabCI ELK DLP
SIEM Python WAF Anti-DDOS gRPC OSI  SSL/TLS Kerberos



